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SKILLSFUTURE SERIES FOR URBAN SOLUTIONS 

CoC in Cyber Security (Network, Internet & Forensics) 

Course Objective 

The course is intended for individuals who want to enhance their skills 

in information security, network security, and computer forensics so as 

to build a solid fundamental knowledge required for a career in 

information security. 

This course is based on EC-Council Certified Security Specialist 

(ECSS).  Course fees include the ECSS e-courseware and exam 

voucher. 

Course Content 

• Information security and networking fundamentals 

• Secure network protocols 

• Firewalls and Intrusion Detection System 

• Wireless network security  

• Information security threats and attacks 

• Cryptography and Steganography  

• Computer forensics fundamentals 

• Digital evidence 

• Windows forensics 

• Network forensics and investigating network traffic 

• Wireless Network Security  

• Computer forensics fundamentals 

• Digital Evidence 

• Windows forensics 

• Network forensics and investigating network traffic  

 

Level of Proficiency 

Intermediate 

 

Entry Requirement / Course Advisory 

This is an intermediate course for learners who have a basic 

understanding of the topic.  Some prior knowledge / experience is 

required. 

Participants should preferably have language proficiency at 

Workplace Literacy & Numeracy (WPLN) Level 5 in Speaking and 

Listening, and Level 4 in Reading and Numeracy. 

Certification Awarded 

Certificate of Competency 

Return to Course List - Urban Living 

Course Details.   
                                                    

Duration (Hours): 
24 

Training Venue:  
ITE College West                                                                                       

1 Choa Chu Kang Grove Singapore 688236 

 

Course Fees (inclusive of GST).                                                      
 

Full Fee 
- $ 1294.70 

 

NETT Fee 

(after 70% course fee subsidy) 

- $ 388.41 

- For Singapore Citizen & Permanent Resident 
 
 

Mid-Career Enhanced Subsidy scheme 
(after 90% course fee subsidy) 

- $ 146.40 

- For Singapore Citizen aged 40 & above 
 
 

Workfare Training Support scheme 
(after 95% course fee subsidy) 

- $ 85.89 

- For Singapore Citizen aged 35 & above, earning 
$2000 or less per month 
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